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HEALTH  LAW AND COMPLIANCE

S
ecurity is one of the most significant concerns in the opera-

tion of an urgent care facility. In this instance, it’s not data 

security or HIPAA compliance, but rather the physical secu-

rity and safety of employees and patients that leads some op-

erators to install surveillance systems. In doing so, it’s essential 

to recognized both the benefits and the potential risks involved. 

 

Benefits  

A digital video surveillance system can capture images and 

videos stored or delivered offsite via a communication 

network.1 Typically, these systems allow for recording via a dig-

ital video recorder (DVR) for archiving and the review of specific 

time frames and incidents. Plus, now with smart technology, 

many video surveillance systems have the ability to live 

“stream” footage and to be managed from a mobile device. 

A digital video surveillance system can be used to safeguard 

employees and patients, and to deter theft or other unwanted 

or illegal behavior.  

Urgent care centers in larger communities may have issues 

with unwelcome solicitors, vagrants, or potential criminals.2 

Whether by a simple IP (internet protocol) camera network or a 

more elaborate CCTV (closed circuit television) set-up, an urgent 

care center will see the benefits in employee and patient safety.  

A digital video surveillance system gives an urgent care oper-

ator the ability to remotely monitor a center and provide evidence 

for investigations into crimes and safety incidents. In addition, 

there is an operational benefit of implementing a system, as man-

agers and owners can monitor customer service flow and wait 

times, as well as employee productivity and behavior.3 

 

Legal Considerations 

There are special considerations that exist for the use of video 

surveillance in healthcare settings when compared to another 

retail property or service environments. The primary legal con-

cern is patient privacy. For example, a California healthcare fa-

cility may have violated HIPAA when it released video 

surveillance footage to an attorney. In that case, the hospital 

placed hidden cameras in the operating room. Neither the staff 

nor the patients were notified of surveillance cameras in use 

to record  surgical procedures.4 Although the administration 

installed the cameras in an attempt to thwart drug theft by doc-

tors and staff, the surreptitious way in which the hospital used 

the surveillance system resulted in legal problems, both in 

terms of civil liability and state and federal agency 

investigation.5,6 Such conduct may result in the imposition of 

sanctions by the Health and Human Services Office of Civil 

Rights for HIPAA infractions. 

The laws of California, New York, and Rhode Island prohibit 

hidden video cameras in locations where individuals expect 

complete privacy, and Connecticut and Delaware statutes re-

quire businesses to notify employees and customers of video 

cameras in bathrooms and changing rooms.7 

 

Other privacy concerns  

Beyond HIPAA, patients who visit an urgent care center have 

a reasonable expectation of privacy in a public place. 

Likewise, staff members also have privacy rights. Surveillance 

cameras should be placed only in common or public areas, such 

as the facility lobby, hallways, and other public spaces like en-
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trances and parking lots. Cameras should not be placed in treat-

ment rooms, offices, conference rooms, and break areas. 

While video surveillance may be helpful in monitoring staff 

behavior, owners should recognize that employees still have 

privacy expectations at work. To that end, cameras at the en-

trance may be permitted to monitor employees on smoke 

breaks or at the reception area to observe their interactions 

with the public, but surveillance cameras in treatment rooms, 

break areas, and bathrooms will certainly run afoul of state law. 

Using a surveillance system that records audio may also be 

considered eavesdropping or wiretapping, depending on the 

circumstances of the conversation.8 Many states make a dis-

tinction between audio and video recordings, requiring “dual 

consent,” or permission from the person being recorded, before 

audio recording is permitted.  

Another concern for owners of urgent care facilities is 

whether there is a requirement for signage where video sur-

veillance is being used. Typically, video surveillance systems 

that are used by businesses are coupled with a video surveil-

lance notice (for example, a sign saying “All activities monitored 

by video surveillance”). However, there is little guidance from 

state and federal governments on the issue of notification.9 

Currently, a business owner is not legally required to post these 

signs for public area surveillance.10 But note that posting signs 

will not excuse an urgent care owner from liability for installing 

cameras or video recording in areas or circumstances where 

it’s prohibited by law. 

 

Risks of Video Surveillance 

There are several risks with implementing a video surveillance 

system in an urgent care facility. Owners and operators should 

recognize these and plan their security programs accordingly. 

Access to the footage should be limited to key personnel, 

such as the owner, HR manager, and operations director. As 

with electronic medical records and other health and business 

information, access should be based on a demonstrated need, 

and only to the specific footage needed to address a patient, 

safety, or compliance concern. Access should be via a company 

device on a secured network. Any other personal access to ei-

ther the live stream or archived footage should be restricted. 

Access privileges assigned to one individual may not be dele-

gated to anyone else, and dual presence should be considered 

when reviewing archived footage. 

Video surveillance can be a critical component of an urgent 

care’s security plan; however, it should not be a substitute for 

physical security on the premises. Owners run the risk of an 

overreliance on technology, and they shouldn’t be tempted to 

eliminate other security policies and procedures in place, rang-

ing from physical locks to hired security guards. 

Other technological issues may be concerns. They include 

people tampering with security cameras—repositioning camera 

angles, erasing stored footage, and damage to the systems hard 

drive and other components. Urgent care owners should take 

steps to physically safeguard the system to be certain of an un-

interrupted signal.  

Finally, circuitry, the internet, and smart technology all are 

susceptible to bugs, power outages, software glitches, and 

other anomalies. A back-up system and redundancies can help 

an urgent care center maintain uninterrupted monitoring and 

recording of its operations.  

 

Takeaway 

While there are some laws concerning video surveillance, much 

of its use centers upon common sense and reasonable privacy 

expectations for urgent care employees and patients. 

An urgent care center may consider creating a written policy 

and informing  its employees about the existence of cameras. 

Frequently, this type of notice will defeat an invasion of privacy 

claim, as employees are less apt to pursue such an action if 

they’ve been warned. ! 
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“While video surveillance may be 

helpful in monitoring staff behavior, 

owners should recognize that 

employees still have 

privacy expectations at work.”


