
Urgent message: Urgent care providers are likely to encounter

law enforcement officers in the workplace at some point—and

to be asked to comply with requests that may or may not vio-

late a patient’s right to privacy, or compromise the urgent care

center’s compliance with federal or state law or medical ethics.

Understanding your legal rights and responsibilities is essential

to fulfilling your obligations to both the patient and the law.

Introduction

O
n the heels of the widely publicized incident involving the

arrest of a Utah emergency room nurse for refusing a law

enforcement officer’s demand that she draw blood from an

unconscious patient without the patient’s consent, ED and ur-

gent care providers may be left wondering how to appropriately

respond when receiving requests from law enforcement. Such

requests can trigger multiple compliance issues, including pa-

tient privacy and consent requirements, particularly when a

provider’s compliance with such requirements conflicts with

law enforcement needs and goals, such as public safety, col-

lection of evidence, and evidence integrity. 

Providers working in emergency and urgent care settings face

a unique set of challenges when dealing with law enforcement

demands, due to the urgent “triage” approach (often involved

when caring for patients in serious condition) and providers’ ac-

cess to potentially incriminating or identifying evidence that

may be sought by law enforcement. As a result, courts have

found that patients in the ED have a diminished expectation of

privacy because of the nature of emergency care.1-3 Nonetheless,

even with a diminished expectation of privacy, compliance with

a law enforcement officer’s request is not always appropriate

under the law. Thus, it is important for providers to know what

the law is, in order to discern when a law enforcement request

is in accord with the law and when it is not. 

Complicating things further for providers, the “law” that gov-

erns such situations is not a single law but an entire network of

rules and regulations, policies, and guidelines. For example, com-

pliance with the Health Insurance Portability and Accountability

Act of 1996 (HIPAA) and the Fourth Amendment of the U.S. Con-

stitution, among other laws, merely establishes a floor for what

is required in connection with law enforcement requests that im-

plicate patient privacy and consent requirements. State laws re-

garding privacy and consent, including criminal laws, introduce

additional intricacies which vary widely across state lines. 

In addition, there are facility policies and procedures, and

state and national hospital associations that offer additional

guidance for appropriately responding to law enforcement re-

quests. The analysis here offers basic considerations related to

appropriate provider responses to law enforcement requests

when a patient has not given his or her consent or authorization

with regard to a law enforcement request. Law enforcement

requests to emergency providers typically include: 1) patient

access; 2) fluid, body, or tissue samples; and/or 3) protected

health information (PHI).

Accordingly, each of these types of requests will be discussed

separately.

Requests for Patient Access

Providers who work in EDs (or urgent care settings) will be fa-

miliar with the fact that law enforcement officers are commonly

present for one reason or another, because their duties often

include responding to car accident scenes or other circum-
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stances that involve injured people who need medical treat-

ment (sometimes as a result of criminal activity). When not al-

ready present, law enforcement also may be specifically called

by the hospital or urgent care facility in order to assist a

provider in certain situations. In these and other types of cir-

cumstances, law enforcement officers may request access to

an admitted patient in the ED or urgent care facility who has

not consented to access.

There are several rules that govern whether or not law en-

forcement may appropriately have access to an admitted patient

who has not given consent or authorization for such access. 

Generally, law enforcement is not permitted access to a pa-

tient without that patient’s permission, unless the law enforce-

ment officer has presented a warrant, restraining order, or other

court order—in spite of the aforementioned diminished expec-

tation of privacy. Patients have a right of protection from un-

reasonable searches and seizures under the Fourth

Amendment of the U.S. Constitution. Providers, however,

should fully cooperate in seeking to obtain the patient’s consent

when a law enforcement officer requests access to a patient.

On the other hand, if a provider believes that such access might

impede the patient’s care, access may be refused, unless a war-

rant, restraining order, or other court order is presented specif-

ically permitting law enforcement access. Then, providers

should allow the officer access consistent with the order.

Circumstances in which it is typically appropriate for a law

enforcement officer to have access to an admitted patient with-

out patient consent include instances where access to a patient

is needed for safety purposes. For example, if access is re-

quested for the safety of patients and/or security of facility staff

because a patient has made threats or exhibited other behavior

indicating that law enforcement protection is warranted, then

law enforcement may be allowed access, as necessary. Access

in such a case is dependent upon necessity (ie, whether it’s

necessary that law enforcement be present for safety reasons).

In these types of situations, safety concerns will prevail over

privacy protections—with limitation. For example, with regard

to patients in police custody, it may not always be appropriate

to have law enforcement inside a patient’s room during an ex-

amination, when waiting outside is sufficient as determined

by the HIPAA-covered provider/facility as long as it’s consistent

with the order or warrant. 

It is also useful to note that, pursuant to various laws and

state hospital association guidance, law enforcement is per-

mitted to accompany a patient who is in law enforcement cus-

tody, in the ED or urgent care center, while the patient is being

treated in connection with legitimate law enforcement activi-

ties.4-6 In these cases, providers should take necessary precau-

tions to limit disclosure of PHI to only what is necessary for the

legitimate activity, and limit disclosure of other PHI belonging

to the patient to the extent possible. In addition, if and when

the scope of such request expands to include a body fluid or

tissue sample in connection with a criminal investigation re-

lated to the patient, then state law regarding informed consent

for medical services will apply, in addition to federal and state

privacy laws.

Requests to Obtain Body, Fluid, or Tissue Samples

from Patient

Generally, providers may not render medical services without

the patient’s consent, unless performance of emergency, life-

saving care is necessary. Taking samples from a patient is a type

of medical service; thus, state consent laws apply. In addition,

providers may not disclose PHI without patient authorization.

State consent laws limit providers’ responses to requests from

law enforcement to obtain body, fluid, or tissue samples from

a patient, and federal and state privacy laws limit disclosure of

the sample results. 

EMTALA considerations 

It appears that the law continues to be unsettled regarding

whether or not the Emergency Medical Treatment and Active

Labor Act (EMTALA) requires an ED or urgent care center to

perform a medical screening examination (MSE) on an individ-

ual who is accompanied by law enforcement. EMTALA requires

an MSE if 1) an individual comes to the ED (which includes in-

dividuals brought to the ED by law enforcement), or, in some

cases, an urgent care center,7 and 2) there is a request for ex-

amination or treatment of a medical condition.8 Additional legal

and regulatory complexities arise when a patient is not per-

sonally requesting an MSE or experiencing an emergency con-

dition.9 In fact, CMS interpretive guidelines state that a hospital

may not be required to provide an MSE to such individuals.10

In such cases, EMTALA requires providers to take reasonable

steps to obtain the patient’s written informed consent to refuse

or waive examination and treatment of a medical condition.11

“Generally, law enforcement is 

not permitted access to a patient

without that patient’s permission,

unless the law enforcement

officer has presented a warrant,

restraining order, or other 

court order.”
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State consent considerations

As a general rule, the patient must consent for law enforcement

to obtain a patient sample, or the law enforcement officer must

be in possession of a warrant or administrative request.12,13 In

most states, the law requires that licensed drivers consent to

blood or urine testing following an arrest for driving under the

influence when they obtain their driver license. These laws are

considered “implied-consent laws.” 

Under implied-consent laws, blood draws may be performed

on an unconscious patient in an ED or urgent care if the patient

has been arrested for driving under the influence because the

patient has already consented to such a blood draw when ob-

taining his or her license. However, if the patient who has been

arrested for a DUI is conscious, then the patient cannot be

forced to submit to a blood draw.  Thus, a blood draw may be

performed only with the patient’s consent, unless the law en-

forcement officer has an applicable court order or warrant. Even

though drivers have consented to blood or urine tests prior to

obtaining their driver licenses, at the time of law enforcement’s

request for a blood draw, patients may still choose to withhold

their consent and be subject to legal consequences for such

withholding. Providers may be protected from civil liability for

taking and/or being required to take a patient’s blood sample

from patients who are arrested or involved in a car accident

pursuant to a law enforcement request.14

HIPAA considerations

There are some exceptions to the consent requirement under

HIPAA in specified circumstances that implicate health and

safety concerns. Specifically, blood draw results, or other PHI,

may be disclosed without patient authorization to avert a serious

threat to the individual’s or the public’s health or safety. De-

pending on the state, providers may even be required to notify

law enforcement of any blood test result that indicates the pa-

tient’s blood alcohol level is at or above the legal limit or of the

presence of a controlled substance, but only if the provider is

providing medical care immediately after the patient’s involve-

ment in a car accident. 

As stated above, federal and state privacy laws limit disclo-

sure of the results of body, fluid, or tissue samples taken from

a patient, when certain conditions are present. This is because

the result of the blood draw, or any other sample taken from a

patient, if accompanied by patient identifiable information, con-

stitutes PHI and thus triggers HIPAA and state privacy laws, as

discussed below. Patient samples alone, however, are not PHI.

As such, samples (or sample results) may be provided to law

enforcement without patient authorization, but only if the sam-

ple is not accompanied by information identifying the patient,

and the results have been de-identified. Such information does

not constitute PHI under HIPAA because PHI must be individ-

ually identifiable. 

Requests for PHI 

HIPAA and state privacy laws generally prohibit the disclosure

of PHI to law enforcement. However, a provider may disclose

PHI to law enforcement without patient authorization, includ-

ing individually identifiable samples or sample analyses, under

certain circumstances. It is important to note that disclosures

of an individual’s identifiable DNA, dental records, body, fluid,

or tissue samples or analysis cannot be disclosed without a

court order, warrant, or written administrative request in the

following situations:

1. When required by law

Providers may disclose PHI to law enforcement when dis-

closure is required by state law (eg, gunshot wounds). HIPAA

permits disclosure of PHI as necessary to comply with state

laws. A provider may also disclose PHI in response to 1) an

administrative request (ie, an administrative subpoena), 2)

a civil or authorized investigative demand, or 3) some other

authorized legal process.

The conditions for disclosure are 1) that the information

sought is relevant and material to a legitimate law enforce-

ment inquiry, 2) that the request is specific and limited in

scope (to the extent reasonably practicable), and 3) that de-

identified information could not be reasonably used. Such

disclosure should be limited to the PHI requested.

2. Law enforcement requests relating to identification and

location

When requests are made by law enforcement for PHI without

being accompanied by an administrative or court order, a

provider’s disclosure of PHI must be limited to disclosures for

identifying and locating a suspect, fugitive, material witness,

or missing person. Even then, providers are not given free-

rein to respond to such requests. Such disclosure should be

limited in accordance with the limitations described below.

3. Provider is a victim or crime occurs on hospital or urgent

care facility premises

“Federal and state privacy laws 

limit disclosure of the results 

of body, fluid, or tissue samples 

taken from a patient, when

certain conditions are present.”
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In the event that a provider is the victim of a crime (for

 example, a patient assaults a provider), then the provider–

victim may disclose PHI to law enforcement, provided that

the PHI disclosed is 1) about the suspected perpetrator of

the crime and 2) limited to information for identification and

location purposes. If a crime occurs on the facility’s premises,

a provider may report PHI that he or she believes, in good

faith, to be evidence. Such disclosure should be limited in

accordance with the limitations described below. 

4. To apprehend a perpetrator

A provider may disclose PHI to law enforcement when the

provider reasonably believes a patient may have caused se-

rious physical harm to a victim—provided that the admission

was not made in the course of or based on the individual’s

request for therapy, counseling, or treatment related to the

propensity to commit a violent act. Such disclosure should

be limited in accordance with the limitations described below. 

5. To avert a serious threat to health or safety

A provider may disclose information that he or she believes

in good faith is 1) necessary to prevent or lessen a serious

and imminent threat to the health or safety of a person or

the public and 2) is to a person who can reasonably prevent

or lessen the threat or is necessary for law enforcement au-

thorities to apprehend an individual. Such disclosure should

be consistent with ethical standards and limited in accor-

dance with the limitations described below. 

Limitations on certain disclosures of PHI

Where indicated above, disclosures are limited to the following

information: name and address, date and place of birth, Social

Security number, ABO blood type and rh factor, type of injury,

date and time of treatment, date and time of death, and a

 description of distinguishing physical characteristics (ie, height,

weight, gender, race, hair and eye color, facial hair, scars, and

tattoos). State laws may further restrict provider disclosures.

Conclusion

Providers who work in ED and urgent care settings will be faced

with law enforcement requests that trigger multiple compliance

issues. As discussed above, a provider’s response to a law en-

forcement request is limited by applicable federal and state law

and facility policies and procedures. Unless law enforcement

has presented a warrant, restraining order, or other court order

requiring a different response, providers must obtain appro-

priate consent from patients prior to providing access to pa-

tients or obtaining samples from patients. In addition, providers

must keep patient PHI safe and endeavor to balance patient

and public safety and privacy protections when dealing with

such requests. �
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(Authors’ note: Our intent here is to provide basic considerations for healthcare providers

when faced with law enforcement requests in an ED or urgent care setting. However, the

content of this article does not constitute legal advice. This article should not be used as

a substitute for obtaining legal advice from an attorney licensed to practice in your juris-

diction. Providers should consult their facility policies, ask their facility’s general counsel,

and/or seek outside counsel advice whenever questions arise with regard to law enforce-

ment requests related to patients.)

“A provider may disclose

information that he or she

believes is necessary to prevent or

lessen a serious and imminent

threat to the health or safety 

of a person or the public.”


