HEALTH LAW AND COMPLIANCE

Implications of HIPAA and
Employee Confidentiality Rules
on Positive Drug Test Results

B ALAN A. AYERS, MBA, MAcc

Urgent message: In addition to drug testing their own em-
ployees, many urgent care centers offer drug testing as a serv-
ice to other employers. Therefore, it's important to understand
the laws affecting the privacy of drug screen results.

Introduction
t's standard procedure throughout the country for employers
to require employees and applicants to submit to drug testing
both before and after being hired. There isn’t any overarching
federal law that requires or prohibits drug testing by private
employers, but many states have enacted laws regarding em-
ployee drug testing. However, the results of a drug test are gen-
erally protected by both federal and state laws."

This article will examine the impact of HIPAA requirements
on employee drug test results, the protections afforded em-
ployees, and the potential liability for healthcare providers such
as urgent care centers.

Drug Test Results as Protected Health Information
HIPAA is a concern for all healthcare organizations, including
privately owned urgent care companies. The rules pertaining
to patient privacy are reasonably clear, but questions arise as
to whether drug test results are protected health information
under HIPAA when performed for employment purposes.
Federal statutes, including HIPAA, the ADA (Americans With
Disabilities Act?), and other employment laws (eg, the Drug-
Free Workplace Act (DFWA), the Fair Credit Reporting Act
(FRCA), and U.S. Department of Transportation regulations) re-
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“Drug test results may not be disclosed to
third parties except as required by law or
pursuant to a court order.”

quire companies to treat test results as confidential. Most states
regard drug-testing results as confidential, as well.

Drug test results may not be disclosed to third parties except
as required by law or pursuant to a court order. This can include
an investigation or litigation concerning a claim related to the
drug test, such as an employment issue, workers’ compensa-
tion, or a criminal matter.3

Within an employer’s organization, policies should state who
has access to this personal health information (PHI). This may
include the human resources department and the hiring or su-
pervising manager. An employer should have restrictions on
how (and if) such information can be shared with others. As
part of this process, employees who undergo a drug test will
typically sign a release at the time of the test to permit the em-
ployer to receive the results.

Healthcare Provider Drug-Testing Policies

It is important to note that the HIPAA Privacy Rule doesn’t protect
an employee’s employment records—even if the information in
those records is health-related. And in most instances, the HIPAA
Privacy Rule doesn’t apply to the actions of an employer. How-
ever, the Privacy Rule does protect an employee’s medical or
health plan records if she is also a patient of the provider or a
member of the health plan.# This specifically refers to medical
treatment sought in the employer’s primary business (ie, the em-
ployee becomes a patient), in which the medical record would
be treated with the same privacy protections as every other pa-
tient record. Thus, it makes no difference if the employer is a
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healthcare provider, like an urgent care center. Even though an
urgent care facility may perform the drug testing in-house, rather
than employing a third-party collection point—which may offer
greater privacy protections—the rules for PHI are applied across
the board for all employers. An urgent care owner should add
procedures on access and disclosure of results to its drug testing
policy when the drug testing is performed onsite.

Policies usually state that testing laboratories may conduct
testing only for substances included on a disclosure list given
to the individual, and may not conduct testing unrelated to
drug usage.

Employers commonly keep all records concerning test results
in medical files that are maintained separately from the com-
pany’s personnel files. Drug test results, like all medical infor-
mation about urgent care center employees, should be kept
confidential. According to the Equal Employment Opportunity
Commission, “if the results of a drug test reveal the presence
of a lawfully prescribed drug or other medical information, such
information must be treated as a confidential medical record.”>

The individual, department, or the facility that receives drug
test results should share drug test results only as needed. A man-
ager may only need to know that an employee or applicant
passed or failed the test without any further details. There are
other situations when it’s necessary to disclose the test, such as
unemployment eligibility determination, workers’ compensation
claims, and disability benefits. The employee’s consent may be
required, depending on the specific situation and applicable reg-
ulations. A prudent strategy would be to obtain written consent
for release from the applicant or employee whenever possible.®

Typically, private employers will have their own policies in place
if an individual tests positive for drugs. These may include manda-
tory rehabilitation, firing, or not being hired for the position initially.
Although some employers elect to do so, a private employer such
as an urgent care facility isn’t required to allow an employee or
prospective employee to complete rehabilitation or to allow him
a “second chance” before termination for drug use.

HIPAA Authorization

HIPAA stipulates that “covered entities” must provide HIPAA-
compliant authorization before releasing drug and alcohol test
results. Collection facilities or labs employed for the drug test
will typically have an authorization form.

Urgent care employers should also remember that HIPAA
doesn’t preempt more rigorous state law requirements.” A state
may have drug testing laws and privacy laws that apply to drug
tests as a matter of personal privacy, with tougher standards
than the federal law.?

Decriminalized Marijuana

Many questions have arisen with the decriminalization of mar-
ijjuana in several states. Specifically, employers are concerned
about employees who are under a doctor’s care with a legal

prescription for marijuana. The fact that the employee is under
the care of a doctor is HIPAA-protected, but employees can be
tested for drugs. In most cases, the question focuses on the ra-
tionale for the drug test. The employer must have reasonable
suspicion that the employee has been taking drugs before he
can be tested. This means that the employer has a legitimate
reason to think that the employee has been taking drugs.

Arizona, Arkansas, Connecticut, Delaware, lllinois, Maine,
Minnesota, Nevada, New York, Pennsylvania, and Rhode Island
now have laws with explicit language with some degree of em-
ployment protection, typically prohibiting adverse action
against an employee or applicant based on their status as a
medical marijuana cardholder or participation in a medical mar-
ijuana program. For example, the states of Arizona' and
Delaware® have protections in place prohibiting any punish-
ment for medical marijuana users who aren’t impaired on the
job, but not for recreational users.

Note that if an employee is required to take a drug test, the
employer should treat all their employees fairly and equally. Fail-
ure to do so may subject the employer to a discrimination action.

Liability
Healthcare providers like urgent care centers must be con-
cerned with the potential liability for the inappropriate disclo-
sure of an employee’s drug results. The release of test
results—even to the police—without a court order or the em-
ployee or applicant’s written consent could result in the urgent
care being subject to litigation.™ In addition, disclosure of drug
test results to unauthorized third parties could lead to an em-
ployee or applicant bringing a lawsuit based on negligence, in-
vasion of privacy, intentional infliction of emotional distress,
defamation, or violations of HIPPA and other federal law. A jury
can award additional damages for pain and suffering.3

To date, few cases have held for private sector employees against
random drug testing, either in refusing to take the test on privacy
grounds and being fired, or when drug test results were inaccurate.
Most state courts have held that the employment-at-will doctrine
exceeds employees’ privacy rights. The California Supreme Court
is the only court to hold differently, because that state is one of
the few whose state Constitution includes a right to privacy. As
such, state private sector employees (not job applicants) have
been found to be protected by the right to privacy.™

It's vital for employers to have clear, consistent definitions
of what behavior justifies drug testing. Thorough training on
how to handle employee testing is a must.

Conclusion

In addition to complying with HIPAA and state laws, an urgent
care operation should have in place a drug testing policy as part
of its employment policies. This should be crafted to allow for
maximum flexibility for the employer.
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