HEALTH LAW AND COMPLIANCE

What HIPAA Is and What It's Not

B ALAN A. AYERS, MBA, MAcc

Urgent message: While many people perceive HIPAA as a law
governing patient privacy, protection and standards for per-
sonal health information is only one aspect of this law, which
was originally intended to regulate health insurance.

Introduction

sk anyone—even the owner of an urgent care center—what

HIPAA is, and they’ll most likely tell you it’s all about patient

privacy. While the Health Insurance Portability and Account-
ability Act did establish national standards for the protection
of individuals’ medical records and other personal health in-
formation," there are other aspects of the law—and many mis-
conceptions that have created confusion for those in the
healthcare industry.

This article will examine the true purposes of the law and
what this historic legislation—as much concerned with insur-
ance as privacy—entails, and why understanding HIPAA is
important for urgent care center owners.

HIPAA—Not What You Think It Is
HIPAA was signed into law on August 21,1996, with a stated
purpose to:

“..improve portability and continuity of health insur-
ance coverage in the group and individual markets, to
combat waste, fraud, and abuse in health insurance
and health care delivery, to promote the use of medical
savings accounts, to improve access to long-term care
services and coverage, to simplify the administration
of health insurance, and for other purposes.”?

Note that the first part of the statement is to provide “porta-
bility and accountability of health insurance coverage for em-
ployees between jobs.”3 Because of this mandate, the industry
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simplified the administration of health insurance, which en-
couraged the digitization of patient health records. Computer-
ization of patients’ medical records, in turn, made it necessary
to safeguard the security of that data in digital format.

The other objectives of the Act were to promote the use of
medical savings accounts (MSAs) by introducing tax breaks,
provide coverage for employees with preexisting medical con-
ditions, and simplify health insurance administration.4

Focus on Insurance

A primary concern addressed in HIPAA was ensuring that indi-
viduals would be able to maintain their health insurance between
jobs. The relatively straightforward health insurance portability
portion of the Act has been implemented successfully.>

For example, HIPAA precludes a group health plan insurer
from enforcing an exclusion of preexisting medical condi-
tions.> One U.S. circuit court has explained that the effect of
HIPAA in that situation is to increase the relative cost of the
plan by compelling continued healthcare coverage for em-
ployees who are likely to incur greater-than-average health-
care expenses.®

A Louisiana federal district court held that to avoid a break in
insurance coverage, an employee must apply to the state HIPAA
pool within 63 days of the day group coverage ended. The court
went on to explain that HIPAA requires that when an employee
moves to a new job, her subsequent employer or health plan
must give her “credit” for having held that prior continuous cov-
erage.” If an employee was provided insurance coverage by the
previous employer or health plan for the requisite period of time
with no gap in coverage of more than 63 days, the employee
must be eligible for insurance from the new employer, regardless
of any preexisting condition.”

Likewise, HIPAA prohibits group health plans and insurers of-
fering coverage through group health plans from charging dif-
ferent premiums or contributions to “similarly situated individuals
on account of any health status-related factor in relation to the
individual[s]....”8

Application to Urgent Care Operators
It’s important for urgent care operators to remember that
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HIPAA is not a general medical privacy law. While complicated
and confusing in some aspects, the Act provides protections to
individuals in certain contexts—primarily where protected
health information (PHI) originates with or flows through a
HIPAA “covered entity,” such as a healthcare provider or urgent
care center. It applies to certain entities in certain situations
only for certain information. Of these, patient consent is one
of the areas most misconstrued by urgent care facilities

TPO Purposes in HIPAA. HIPAA provides for patient consent
by assumption for certain categories of use and disclosure. The
“assumption” is that there are certain kinds of uses and disclo-
sures of patient information that are essential to the operation
of the healthcare system. Collectively, these are known as TPO
(Treatment, Payment for healthcare services, and healthcare
Operations or administration).

The uses and disclosures that fit under TPO require no action.
These disclosures make up a vast majority of the information
use in the healthcare system.

Public Priority Purposes. These categories of disclosures make
patient consent, in effect, irrelevant and unnecessary. These in-
clude public health disclosures, enforcement investigations, cer-
tain research, law enforcement, judicial and administrative
proceedings, and several other purposes where there’s a public
goal served by the disclosure—independent of patient consent.®
These disclosures can be made without patient consent.

Patient Authorization. Aside from TPO and public priority pur-
poses, disclosure can only be made with patient authorization,
which is a specifically defined document executed by a patient
in a particular situation.’® With this, a patient can “authorize”
any use or disclosure of his information.

In addition to these notions of consent, the “minimum nec-
essary” principle provides a blanket for most uses and disclo-
sures. This means that an entity subject to HIPAA—even when
a use or disclosure is permitted—is to disclose the “minimum
necessary” information needed to perform the particular func-
tion.™ It must make “reasonable efforts” to limit the use, dis-
closure, or request of protected health information to what’s
minimally necessary.”

Experts say that this isn’t a hard-and-fast rule, so urgent care
center owners need not spend an inordinate amount of time
and effort analyzing each disclosure. However, an owner should
draft a set of general principles concerning how an urgent care
determines what the “minimum necessary” information to be
disclosed actually is. Employees will then need to be trained on
these principles.

The HIPAA Privacy Rule. Under this rule, there’s a requirement
to develop specific administrative procedures to ensure com-
pliance with HIPAA. To make this feasible, the U.S. Department
of Health and Human Services developed a “flexible” approach
to compliance by making the requirements “scalable” based
on the characteristics of an organization.™

“Urgent care centers
will provide better care by
applying the true prerequisites
and not using valuable resources
based on fallacies and
misunderstandings of HIPAA.”

Misconceptions

With all the rules created by HIPAA, there are some broad and
overreaching misconceptions that have confused and ham-
pered urgent care business owners in the effective operation
of their centers in attempting to comply with the Act. Here are
four common inaccuracies:

B Unnecessary Business Associate Agreements. HIPAA requires
urgent care centers to have written agreements called
business associate agreements (BAAs) with other entities
that receive or work with their PHI. The agreements say
that the business associates will appropriately safeguard
the information.™ However, some facilities take unneeded
precautions with BAAs and have everyone sign a BAA—
though there’s no need to make your cleaning service
sign a BAA, for one, because they don’t fall into the def-
inition of a business associate. They’re not interacting
with PHI.

B Unnecessary Patient Authorizations. Many urgent care cen-
ters require a patient authorization prior to transferring
patient information to another provider for treatment
purposes. Although it’s important to comply with HIPAA's
requirements concerning access to PHI—because it's cov-
ered under TPO purposes'4—there’s no need to get au-
thorization. This misunderstanding results in delays and
confusion, as well as added stress between the patient
and the provider. Again, if access is specifically necessary
for treatment purposes, an urgent care center doesn’t
need a patient authorization.

B HIPAA Cancels Out All Other State and Federal Privacy Laws.
This is not accurate. There are many other patient laws
that apply to the privacy of medical data for HIV, mental
health, substance abuse, sexual assault, domestic abuse,
and the medical treatment of minors. Although HIPAA's
privacy rules supersede many of the laws that are on the
books in specific states, some state laws are still important
in specific scenarios. Remember that HIPAA covers only
digital medical information—not PHI that’s oral or written.
A state’s medical privacy laws would most likely still cover
PHI in hard copy. In addition, there are some state medical
privacy laws that are more stringent than HIPAA, so those
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rules must also be consulted to get a full picture of med-
ical privacy laws in a specific state.

= HIPAA's Privacy Laws Apply to Industries Outside of Healthcare.
While many industries are heavily regulated, HIPAA isn’t
applicable to hotels, retail stores, airlines, or veterinary clin-
ics. None of these fit the HIPAA definition of a “covered en-
tity.” Remember, HIPAA's Privacy Rule covers health plans,
healthcare clearinghouses, and healthcare providers.’

Conclusion

Contrary to some beliefs, HIPAA hasn’t created a momentous

change in the way healthcare is provided in the U.S.
Although it’'s complex, the law has been fashioned to meet

the reality of medical practice. Compliance with its require-

ments is aided greatly by understanding what the Act truly

means and separating fact from fiction. Urgent care centers

will provide better care to their patients by applying the true

prerequisites and not using valuable resources based on falla-

cies and misunderstandings of the law. l
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