HEALTH LAW AND COMPLIANCE

B Alan A. Ayers, MBA, MAcc

HIPAA-Compliant Disposal of Office
Equipment Containing Personal
Health Information

Urgent message: Urgent care centers must dispose of fully
depreciated office equipment such as computers, copiers, fax
machines, and telephones containing protected health infor-
mation in a manner that complies with the Health Insurance
Portability and Accountability Act. How this column helps you:
gives you guidelines for protecting your patients' privacy.

Introduction

ince 2009, 42 million patients have been affected by pri-
Svacy breaches entailing their protected health information

(PHI)."” Many of these breaches stem from the improper
disposal of fully depreciated office equipment that may
retain digital PHI in its memory. Realizing that disposing of
this equipment poses risks of fines and damage to their prac-
tice’s reputation, but not having a plan in place to dispose
of equipment properly, many urgent care operators simply
let old equipment accumulate in their storage closets. This
practice not only creates unsightly clutter but introduces risk
of theft and future breach or damage from fire or water,
because this old equipment is rarely inventoried and tracked
over time. Worse yet, some centers donate, sell, or repurpose
equipment without taking the proper steps to remove its
digital PHI. A better practice is for urgent care centers to
devise a plan and dispose of equipment in a manner that
complies with the Health Insurance Portability and Account-
ability Act (HIPAA) as soon as it is removed from service in
the business.
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“Many urgent care operators simply
let old equipment accumulate in their
storage closets. This practice not only

creates unsightly clutter but also

introduces risk of theft and future
breach or damage from fire or water,
because this old equipment is rarely
inventoried and tracked over time.”

The HIPAA Privacy Rule

HIPAA's Privacy Rule created national standards to protect in-
dividuals’ medical records and other PHI. This rule from the U.S.
Department of Health and Human Services (HHS) applies to
health-care providers who conduct certain health-care trans-
actions electronically. The Privacy Rule requires urgent care
centers to implement appropriate safeguards to protect the
privacy of PHI, including its disposal.?

In addition, the HIPAA Security Rule mandates that covered
entities implement policies and procedures to address the final
disposition of electronic PHI, as well as the hardware or elec-
tronic media upon which it is stored. In the same light, covered
entities must implement procedures for removal of electronic
PHI from electronic media before the media is made available
for reuse.3 Finally, covered entities must provide their staff with
training and then make sure staff members follow the disposal
policies and procedures.4 HHS states that any staff member
(including volunteers) who is involved in disposing of PHI—or
who supervises those who dispose of PHI—must receive train-
ing on its proper disposal.>
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Sidebar 1. What Not to Do When Disposing of Office

Equipment Containing Personal Health Information

Do not just delete the data and empty the recycle bin.

« Do not just format or reformat the hard drive.

« Do not just remove and reinstall Windows or another
operating system.

« Do not throw the equipment in a dumpster.

Do not donate the equipment to a charity like Goodwill
or a school.

« Do not sell used equipment on eBay or Craigslist.

« Do not let employees take equipment home for
personal use.

Sidebar 2. Sample Questions for HIPAA-Covered Enti-

ties to Consider When Disposing of Office Equipment
Containing Personal Health Information

» Are the physical safeguards used to protect
workstations that access electronic PHI documented in
the center’s policies and procedures?

» Are policies and procedures developed and
implemented that govern the receipt and removal of
hardware and electronic media that contain digital PHI,
into and out of a facility, and the movement of these
items within the facility?

« Do the policies and procedures identify the types of
hardware and electronic media that must be tracked?

* Have all types of hardware and electronic media that
must be tracked been identified, such as hard drives,
magnetic tapes or disks, and optical disks or digital
memory cards?

HIPAA, Health Insurance Portability and Accountability Act; PHI, personal
health information.

The PHI on a computer, copier, or cell phone can be disposed
by destroying the entire piece of equipment or by destroying
just the digital medical information stored on it and then reusing
the equipment. The touchstone for these criteria is “reasonable
safeguards,” because the HHS does not provide precise param-
eters but instead states that appropriate safeguards are based
on the specific circumstances of the covered entity.

Physical Safeguards for Disposal

The Security Rule defines physical safeguards as “physical
measures, policies, and procedures to protect a covered entity’s
electronic information systems and related buildings and equip-
ment, from natural and environmental hazards, and unautho-
rized intrusion.” This standard covers the proper handling of
electronic media, including receipt, removal, backup, storage,

reuse, disposal, and accountability. In this context, electronic
media means “electronic storage media including memory de-
vices in computers (hard drives) and any removable/
transportable digital memory medium, such as magnetic tape
or disk, optical disk, or digital memory card. ...” Any PHI that
an urgent care center stores on a computer, computer system,
or remote drive will be included in this definition.® This includes
laptop computers, computer workstations and servers, copiers,
digital scanners, fax machines, digital cameras (including SD
[secure digital] cards for data storage), cell phones, tablets,
phone systems, laboratory and x-ray clinical equipment, and
electronic media (disks, CDs, microfilm).

Disposal Methods

Although the Privacy Rule and the Security Rule do not require
or endorse a particular disposal method, an urgent care center
obviously cannot just abandon PHI or dispose of it in the trash
(Sidebar 1), which may be accessed by unauthorized persons.
The HHS advises covered entities such as urgent care centers
to review their own circumstances to determine what steps are
“reasonable to safeguard PHI through disposal,”® and to de-
velop and implement those policies and procedures necessary
to carry out those steps (Sidebar 2).

However, it appears that in judging what is reasonable, HHS
will look at whether the urgent care center thoroughly assessed
the potential risks to patient privacy and took into account is-
sues such as the form, type, and amount of PHI to be disposed.
Adherence to the urgent care center’s written policies, along
with thorough documentation of the process and actions taken,
should go a long way to satisfying the letter and spirit of the
law contained in the HIPAA Privacy Rule and Security Rule.
When covered entities dispose of any electronic media that
contains electronic PHI, HHS guidelines are they should make
sure it is “unusable and/or inaccessible.”

Covered entities are encouraged to consider the steps “that
other prudent health care and health information professionals
are taking to protect patient privacy in connection with record
disposal.”” This indicates that there is somewhat of an industry
standard to be followed, or that HHS is leaving the details of
appropriate disposal to the urgent care centers and other cov-
ered entities themselves to determine what is sufficient.

Depending on the circumstances, proper disposal methods
for electronic PHI at an urgent care center may include (but are
not limited to) clearing, purging, or destroying the media.

= Clearing: This entails using software or hardware tools to

overwrite digital media with non-PHI-sensitive data. Disk-
wiping software will completely erase the information,
overwriting each individual sector on a hard drive multiple
times to erase the data from the entire hard drive.
Microsoft suggests KillDisk® or DP WIPE,® both of which
are free and designed to meet government standards.™
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= Purging: This is degaussing or exposing the media to a
strong magnetic field to disrupt the recorded magnetic
domains. Degaussing will totally erase the data.

= Destroying: Without a doubt, physically destroying a hard
drive is by far the most effective method to ensure safe
disposal of PHI. This can be via disintegration, pulveriza-
tion, melting, incinerating, or shredding. One can smash
a hard drive with a sledgehammer, drill holes into the
drive, tear the drive apart and destroy the platters, or shred
the drive—any of which will make the data inaccessible.”

The most careful approach is to use more than one or all three
of these procedures (clearing, purging, and destroying) when
practical. If a drive is wiped, degaussed, and destroyed, recov-
ering the data is near to impossible.™

Disposal by a Business Associate

The HHS rules state that a covered entity is permitted (but is
not required) to hire a contractor to appropriately dispose of
its PHI. Under HIPAA, contractors who deal with PHI are con-
sidered business associates who must demonstrate their own
compliance with the Privacy Rule and Security Rule. If an urgent
care facility uses a contractor, it must sign a contract stating
that the business associate, among other things, will appropri-
ately safeguard the PHI through disposal.™ For example, an ur-
gent care owner may hire an outside vendor to pick up PHI on
electronic media from its facility, purge or destroy the electronic
media, and throw the deconstructed material in a landfill.

Fines and Penalties

Failing to implement reasonable safeguards to protect PHI when
disposing of equipment can result in fines and penalties to the ur-
gent care center. Discarding PHI without its destruction is a vi-
olation that qualifies for the highest level of HIPAA fines.
Penalties can range from $50,000 to $1,500,000 per incident,
and the fines are between $10,000 and $50,000 per record
when the HHS determines that unsecure disposal of computers
is the result of inadequate policies or training.” In addition,
state attorneys general have the authority for state-level en-
forcement of HIPAA and the Health Information Technology
for Economic and Clinical Health (HITECH) Act, and these of-
fices are allowed to keep any of the fines they assess.'#

Conclusion

In effect, equipment with PHI may be thrown in a dumpster—
but only if the PHI has been made unreadable, indecipherable,
and unreconstructable before being thrown in the trash. Your
urgent care center must to take the steps necessary to create
and implement the disposal policies, procedures, and training
to comply with HIPAA regulations, and ensure that these safe-
guards are reasonable for your center’s circumstances. l

“Adherence to the urgent care center’s
written policies, along with thorough
documentation of the process and
actions taken, should go a long way
to satisfying the letter and spirit of
the law contained in the HIPAA
Privacy Rule and Security Rule.”
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