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menting with generative artificial intelligence (Al)

tools. The trend is measurable, not anecdotal. The
American Medical Association reports that 2 in 3 phys-
icians used Al in 2024—a stunning rise from 38% in
2023—while Elsevier’s global Clinician of the Future
2025 survey finds nearly half of clinicians worldwide
report using Al at work, most often general-purpose
tools.?

Use brings upside and downside. In terms of benefits,
Al can assist in drafting job descriptions and interview
questions, creating policy and procedure templates, and
analyzing and drafting responses to patient satisfaction
feedback. In terms of risk, hallucinations (errors and
fabricated output that appear to be factual) are well doc-
umented in the medical literature. Leading journals and
the World Health Organization warn that Al systems
are not ready for autonomous clinical decision-making
and require human verification and governance.>¢

From a compliance standpoint, entering protected
health information (PHI) into a public chatbot, for ex-
ample, can be a HIPAA violation absent a compliant

Across urgent care centers, many clinicians are experi-

business associate agreement (BAA) and appropriate
safeguards. And the security context is real: Threat re-
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searchers have tracked 100,000+ stolen ChatGPT cre-
dentials on underground markets, underscoring the
need for strong account hygiene and policies that re-
strict use to approved platforms.

What about simply banning AI? Evidence suggests
bans backfire. In workplace studies, employees take a
“bring-your-own Al” approach when their organizations
lag on sanctioned options. Microsoft and LinkedIn re-
port 78% of Al users bring their own tools to work, and
Salesforce found over half of workplace generative Al
use occurs without formal employer approval.”!® In
other words, prohibition counterproductively drives
use into the shadows—without training, tracking, or
risk mitigation strategies.

Adopt An Al Acceptable Use Policy
The practical answer is leadership, not avoidance. Con-
sider an acceptable use policy (AUP) tailored for the ur-
gent care center, which should:

1) Specify approved tools and accounts (under BAAs
where applicable) and bar PHI in public systems.

2) Define allowed vs. prohibited uses (eg, patient-
education materials vs. diagnosis and/or prescrib-
ing).

3) Require human oversight and verification against
authoritative sources before anything reaches pa-
tients or the medical record.

4) Institute basic security hygiene (multifactor au-
thentication, organization-managed accounts,
link and file caution alerts).

5) Provide brief training and an incident-report
pathway; review the policy at least annually.

Failing to implement a policy results in potential reg-

ulatory exposure (HIPAA notifications and Office of
Civil Rights scrutiny), clinical risk from unverified
content, and reputational harm. AUPs do not eliminate
risk; they channel inevitable use toward safer, more
transparent practice.

Quick Reference For Generative Al Use
Always ask yourself before using Al
® Am I protecting PHI?
® Am [ verifying accuracy?
® Am [ ensuring fairness and readability?
® Am I being transparent about Al use?

Using co-intelligent principles, always invite Al to the
table—but keep the human in the loop; treat it like a
capable but alien intern; and assume today’s Al is the
worst you'll ever use. The urgent care center that operates
by those rules—codified in a clear policy—will capture
the efficiency gains while protecting patient trust.'-13
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Sample Policy

A sample acceptable use policy regarding generative Al for urgent care
operators is available on the JUCM website.
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